Privacy Impact Assessment / VistA-2008

PRIVACY IMPACT ASSESSMENT 2008

INTRODUCTION:

Congress passed the E-Government Act of 2002 to encourage the use of Web-based Internet
applications or other information technology by Government agencies, with the intention of
enhancing access to government information and services and increasing the effectiveness,
efficiency, and quality of government operations.

To combat public concerns regarding the disclosure of private information, the E-Government Act
mandated various measures, including the requirement that Federal agencies conduct a Privacy
Impact Assessment (PIA) for projects with information technology systems that collect, maintain,
and/or disseminate “personally identifiable information” of the public. Personally identifiable
information, or “personal information,” is information that may be used to identify a specific
person. Appendix A, “Applicable Legal and Regulatory Requirements” summarizes the
applicable legal and regulatory requirements that are addressed by the PIA process.

Update regarding PIV projects: Federal Information Processing Standards Publication (FIPS
PUB) 201 Personal Identity Verification (PIV) of Federal Employees and Contractors and
subsequent OMB guidance explicitly require PIAs for PIV projects collecting any personal data,
not just of the public.

Primary Privacy Impact Assess'f‘hyent objectives ihcludé: |
o Ensure and promote the trust and confidence of Veterans and the general public.

o Ensure compliance with the eG‘o‘\'/' Act ahd othéf applicab/e privécy laws, regulations and
policies, including the PIV regulations.

o Identify the risks and adverse effects of collecting, maintaining and disseminating personal
information in electronic information systems.

o Evaluate and develop protections and alternative processes for handling information to mitigate
potential privacy risks.

Additional important objectives include:

o Provide a mechanism for ensuring responsibility and accountability for privacy issues.

o Provide documented assurance that privacy, security and other vital data stewardship
considerations are integrated into information technology systems, starting with the initial outlining
of a project’s objectives and data usage requirements and continuing through design, operation,
maintenance and disposal.

0 Ensure that decision-makers are provided the information required to make informed system
design or procurement decisions, based on an understanding of privacy risk, and of options
available for mitigating that risk.

o Greatly reduce the risk of needing to interrupt a program or service because privacy and other
vital data stewardship considerations were not adequately addressed before the program or
service was implemented.

o Promote awareness and understanding of privacy issues.

0 Provide valuable documentation on the flow of personal information, and related privacy
considerations and design decisions.

Completion of this PIA Form:




o Part | (Sections 1 and 2) of this form must be completed for all projects. Part | documents basic
project lnformatlon and establish whether afull PIA is requ:red

o This entlre PIA Form (Parts Iand ) must be completed/updated every year for all pro;ects wrth
information technology (IT) systems that collect, maintain, and/or disseminate “personally
identifiable information” information that may be used to identify a specific person of the public,
OR is a PIV project.

Important Note: While this form provides detailed instructions for completing a Privacy Impact
Assessment for your project, support documents that provide additional guidance are available on
the OCIS Portal (VA network access required).

l,,Part I. Project Identification and Determination of PIA Requirement

| 1. PROJECT IDENTIFICATION:

1.1) Project Basic Information:

1.1.a) Project or Application Name:

VistA ; 2 i

1.1.b) OMB Unique Project Identifier:

=029-00-01-11-01-1186-00 -

1.1.c) Coricfs'eﬁP;rbjecr Déébrfbfion rrrr HF
Provide a concise description of the project. Your response will be automar.rcaﬂy hm:red fo

approximately 200 words, and should provide a basic understanding of the project, and its most
essenffa! efements (If apphcabfe use of personaf data is to be descnbed in Secnon 3)

The VlstA system is the computer system on which the VAMHCS health care facnlltles operate thelr software appllcatlons
and support for clinical/administrative initiatives. It includes the programs/equipment associated with clinical operations
and the employees (approximately 4800 FTE) necessary to operate the system. The VA Maryland Health Care System
VistA system supports IT services in our Medical centers, Community based outpatient clinics, and Long Term Nursing
facilities. The system provides the delivery of healthcare to veterans and their dependants. Using VistA, the VA health
care provider can access applications and meet a wide range of health care data needs. The LAN system is in the mature
phase of the capital investment lifecycle.

1.1.d) Addmonaf Project Information (Opnona!)

The project description provided above should be a concise, stand-alone description of the
project. Use this secrton to prowde any important, supporting detaf!s

|1.2) Contact Information:

Title: Martin Butcher
Organization: VAMHCS
Telephone Number: 410 605-7082

Email Address: marty.butcher@va.gov




‘ik.z.b) Project Mahager:

Title: Nicholas Bacetti

Organization: VAMHCS

Telephone Number: 410 605-7000 ext 6716

Email Address: nicholas.bacetti@va.gov

1.2.c) Staff Contact Person:

Title: Janice Crosby

Organization: VAMHCS

Telephone Number: 410 605-7080

Email Address: Janice.crosby@va.gov

| ADDITIONAL INFORMATION: If appropriate, provide explanation for limited answers, such as
the development stage of project. i

SECTION INCOMPLETE

SECTION COMPLETED

1 have completed and reviewed my responses in this section.

x%

: | If you are resubmitting your updates, first select "NO Value" from the dropdown and submit and

then select "Yes" and submit again.

Section Update Date

Section 1 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Privacy Service has reviewed this section. Please make the modifications described below.

The Privacy Service has reviewed and approved the responses in this section.

*%

NOTE

If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value" and
submit

and then select "Yes" and submit again.

Section Review Date




PRIVACY SERVICE COMMENTS: (Includs reviewers Name and Contact)

2. DETERMINATION OF PIA REQUIREMENTS:

A privacy impact assessment (PIA) is required for all VA projects with IT systems that collect
maintain, and/or disseminate personally identifiable information (Pli) of the public, not including
information of Federal employees and others performing work for VA (such as contractors,
interns, volunteers, efc.), unless it is a PIV project. All PIV projects collecting any Pl must
complete a PIA. Pll is any representation of information that permits the identity of an individual
to be reasonably inferred by either direct or indirect means. Direct references include: name,
address, social security number, telephone number, email address, financial information, or other
identifying number or code. Indirect references are any information by which an agency intends
to identify specific individuals in conjunction with other data elements. Examples of indirect

references include a combination of gender, race, birth date, geographic indicator and other
descriptors.

2.a) Will the project collect and/or maintain personally identifiable information in IT systems?
Yes

2 b) !s th:s aPIV pro;ecr ooﬂecnng PH fncfucﬂng from Federa! empfoyees conrracrors and orhers
performing work for VA? - : el i :

No

2.c) Has a previous PIA been completed within the last three years?

2d)Has any "cﬁhangesmbeen made to the Syﬁrem since last PIA?

ADDITIONAL INFORMA TION: (Provide any necessary clanfy:ng information or addmonaf
explanation for this sect:on )

No

SECTION INCOMPLETE

X SECTION COMPLETED

I have completed and reviewed my responses in this section.

** | NOTE: | If you are resubmitting your updates, first select "NO Value" from the dropdown and submit and
then select "Yes" and submit again.




Section Update Date |

Section 2 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL
The Privacy Service has not reviewed this section.

The Privacy Service has reviewed this section. Please make the modifications described below.
X The Privacy Service has reviewed and approved the responses in this section.

** | NOTE: If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value" and
submit

and then select "Yes" and submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (Include reviewsrs Name and Contact)

|Part IL. Privacy Impact Assessment

3. PROJECT DESCRIPTION:

The purpose of NIST SP 800-60 is to address recommending the lypes of information and
information systems to be included in each category of potential security impact. Using NIST
SP800-60, enter the information requested to describe the project.

3.a) Provide a concise description of why personal information is maintained for this project, such
as derermining eligibility for benefits or providing patient care. ’ S A

All information is necessary in order to provide congressionally mandated health care for Veterans.

3.b) What specific legal authorities authorize this project, and the associated collection, use,
and/or retention of personal information?

Title 38, United States Code, section 7301(a)

“United States Code, Title 38 Veteran's Benefits; and Appendix, Section 7301 — Functions of VHA: in general
(a) There Is in the Department of Veterans Affairs a Veterans Health Administration. The Under Secretary for Health is the head of the
Administration. The Under Secretary for Health may be referred to as the Chief Medical Director.”

3.c) Identify, by selecting the appropriate range from the list below, the approximate number of
individuals that (will) have their personal information stored in project systems. Sen

250,000
3.d) Identify what stage the project/system is in: (1) Design/Planning, (2) Development/Impl-
ementation, (3) Operation/Maintenance, (4) Disposal, or (5) Mixed Stages. hA -

(3) Operational Maintenance

3.e) Identify either the approximate date (MM/YYYY) the project/system will be operational (ifin
the design or development stage), or the approximate number of years that the project/system




hasbeen in Ope‘ran'bn‘.‘ 5
Operational now

ADDITIONAL INFORMATION: (P ’OV’de any "ﬂ'cessaf}f cfa”f)’mg fnfonnanon or addmona! :
explanarton for th:s section. ) ~

SECTION INCOMPLETE

SECTION COMPLETED

I have completed and reviewed my responses in this section.

** | NOTE: | If you are resubmitting your updates, first select "NO Value” from the dropdown and hit submit and
then select "Yes" and hit submit.

Section Update Date

Section 3 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Privacy Service has reviewed this section. Please make the modifications described below.
The Privacy Service has reviewed and approved the responses in this section.

** | NOTE: | If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value” and

submit
and then select "Yes" and submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (inciude reviewers Name and Contact)

4. SYSTEH OF RECORDS:

The Privacy Act of 1974 (Section 552a of Title 5 of the United States Code) and VA policy prowde
privacy protections for employee or customer information that VA or its suppliers maintain in a
System of Records (SOR). A SOR is a file or application from which personal information is
retrieved by an identifier (e.g. name, unique number or symbol). Data maintained in a SOR must
be managed in accordance with the requirements of the Privacy Act and the specific provisions of
the applicable SOR Notice. Each SOR Notice is to be published in the Federal Register. See VA
Handbook 6300.5 “Procedures for Establishing & Managing Privacy Act Systems Of Records”, for
add/t/onal /nformat/on regardmg Systems of Records.

4 a) Wfﬂ the pro;ect or apphcat:on retrieve persoaa! rnfonnar:on on rhe bas:s o! name, umque i
number, symbo! or other rdenrrﬁer ass;gned to the individual? i




If “No” then skip to section 5, ‘Data Collection’.
Yes

4. b) Are rhe pro;ecr and/or system data mamramed under one or more approved System(s) of
kRocords? : ;

IF“No” then SKIP to question4.c.

Yes et

4.b.1) For each applicable System of Records, list: f }’: =y
‘( 7) The Sysz‘em of Reoords .'denrmsr (number)

79VA19

(2) The name of the System of Records, and
VistA-VA

(3) Provide the location where the spoofﬁc apphcab!e System of Hooords Norfoe(s) may be
accessed (include rhe URL). : ; :

http: //vaww vhaco va, qov/Dnvacv/SVStemofRecords htm

'4 b 2) Have you reaa' and w:ﬂ rhe apphcaﬂon comply wrm aﬂ data managomenf pracrfces in the
System of Records Nonoe(s)? : :

Yes

4.b. 3) Was the Sysrom(s) of Hecords created spoc:f:caﬂy for this project, or created for another
pro;ecr or sysrom ?

Created speC|F cally for thls project |
If croared for aoofher project or system, briefly identify the other prOjoof or system.

4.b. 4) Doos the System of Records Noﬂce requ:re moddtcanon ?
If “No™ then skip to section 5, 'Data Collection’. |
Modlf' cation of the System of Records is Not Reqwred

4 b 5) Descnbe Ihe requ:red moddfcar:ons

4.c)lf rho project and/or system data are not maintained under one or more approved Sysrem(s)
of Records select one of rho following and prowde a conc:se expfananon , ;

Explanation:

ADDITIONAL INF ORMATION: (Pro vide an y necessary c!anfymg mformarron or addmonaf
explanation for m:s section. ) :




SECTION INCOMPLETE

SECTION COMPLETED

I have completed and reviewed my responses in this section.

** | NOTE: | If you are resubmitting your updates, first select "NO Value" from the dropdown and submit and
then select "Yes" and submit again.

Section Update date

Section 4 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Privacy Service has reviewed this section. Please make the modifications described below.

The Privacy Service has reviewed and approved the responses in this section,

** | NOTE: | If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value" and
submit

and then select "Yes" and submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (Include reviewers Name and Contact)

[5. DATA COLLECTION:

5.1 Data Types and DataUses

FIPS 199 establishes security categories for both information and information systems. The
security categories are based on the potential impact on an organization should certain events
occur which jeopardize the information and information systems needed by the organization to
accomplish its assigned mission, protect its assets, fulfill its legal responsibilities, maintain its day-
to-day functions, and protect individuals. Security categories are to be used in conjunction with
vulnerability and threat information in assessing the risk to an organization. Identify the types of
personal information collected and the intended use(s) of that data:

a) Select all applicable data types below. If the provided data types do not adequately describe a
specific data collection, select the “Other Personal Information” field and provide a description of
the information.

b) For each se/ectke‘d‘ dala type, cohycrisely déscﬁbe how that déta will be uséd.




Important Note: Please be specific. If different data types or data groups will be used for
different purposes or multiple purposes, specify. For example: “Name and address information
will be used fo communicate with individuals about their benefits, while Name, Service, and
Dependent’s information will be used to determine which benefits individuals will be eligible to
receive. Email address will be used to inform individuals about new services as they become
available.”

Clinical and administrative tntonnatidn will be used in the effbrt 'to treatand' contact veterans.

Yes |Veteran's or Prltymary Subject’s Personal Contact Information (name, address, telephone, etc.)

Specmcaﬂy :denrrfy rhe personaa' mformaﬂon coﬂecred and descnbe the mtended use of rhe
Informarron : ,

Cllnlcal and admlmstratlve mformatlon will be used in the effort to treat and contact veterans

The most common data types that are captured and accessed on a regular basis by authorized individuals are first and
last name, middle initial, DOB, SSN, and address. This patient information falis into two classes: administrative and
clinical. Clinical information is used to diagnose, prescribe treatment and follow dlinically the patient through his/her
health care encounters. Administrative data is used to identify the veteran (SSN), correspond to/from (name and

address), and determine eligibility (patient administrative info + SSA and IRS data).

No |Other Pecsonal Information of the Veteran or PﬂmarySubject =

Spec;frcaﬂy :dentrfy rhe personaf mfonnanon coﬁected and descnbe rhe fnrended use ofthe
information. ,

Yes |Dependent Information

Specmcaﬂy identify the personaf mfonnatron coﬂected and descnb Y

“f"‘;‘nréhded useofthe
information. Tt B

Next of kln DNR msh'ucbons, health care proxy desngnahon ThIS mforrnatlon is used in the notification process and as
required for medical decisions.

Yes |Service Informatlon

Specmcaﬂy rdenm'y the personaf mfonnanon coffected and descnbe the mtended use of the i
mformanon S

Military Servnce Informat:on (Branch of servlce dlscharge date, dlscharge type, service connecl:lon rabng, medscal
conditions related to military service, etc). This information is collected to assess eligibility for VA healthcare benefits, type
of healthcare needed.




Yes |Medical Information

Specifically identify the personal mformanon coh’ected and describe the intended use of the
information.

The VistA system provides the connectivity for VistA applications and a wide range of health care data needs. VistA
connectivity allows the system to operate in the medical center, ambulatory and community-based dlinics, nursing homes
and domiciliary, and thus transports and stores a wide range of personal medical information for clinical diagnosis,
treatment, patient evaluation, and patient care. Common types of personal medical information would include lab test
results, prescriptions, allergies, medical diagnoses, vital signs, etc. The information is used to treat and care for the

veteran patient. Clinical information from VA and DoD is used in the diagnosis and treatment of the veteran.

Yes Crlminal Record quom'latlon

VA Police VistA package stores this information to access in the effort to protect all those utlllzmg the VA systems.

Specmcaﬂy :dent.ffy the personal rnformatmn coﬂecred and descnbe rhe mtended use of rhe
information. =3 !

Yes |Guardian Information

Spec:frcaﬂy fdenr.rfy the personal mformaﬂon coﬂecred and describe the mrended use of rhe A
information. , ot MRS i S

Yes Educatibn Information

Personal demographics are collected to ensure complnance with confidentiality, mtegnty and authorization.

Specifically identify the personal mformanon collected, and descrrbe the intended use of the
information. i

Yes |Rehabilitation Information

Specifically identify the personai :nformanon coﬂected and desanbe the mrended use of rhe
informatlon ; : :

Treatment notes, progress notes, clinical assessments clinical dmgnosns information is collected. Used in follow-up
treatment and as part of the medical history.




Yes | Other Personal Information (specify): ; ~ : = I

The "Other Personal Information* field is intended to allow identification of collected personal
information that does not fit the provided categories. If personal information is collected that does
not fit one of the provided categories, specifically identify this information and describe the
intended use of the information. Nl , Pk SR

Next-of-kin information and emergency contact information, such as name and telephone number, is collected from the
veteran to use to contact other individuals in case of an emergency. In addition insurance and employment information is
available on the veteran for use in billing for care.

ADDITIONAL INFORMATION: (Provide any necessary clarifying information or additional

explanation for this section.)

SECTION INCOMPLETE

SECTION COMPLETED

I have completed and reviewed my responses in this section.

** | NOTE: | If you are resubmitting your updates, first select "NO Value® from the dropdown and submit and

then select "Yes" and submit again,
Section Update Date

=

Section 5.1 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Privacy Service has reviewed this section. Please make the modifications described below.

The Privacy Service has reviewed and approved the responses in this section.

** | NOTE

If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value" and
submit

and then select "Yes" and submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (Inciude reviewers Name and Contact)




5.2 Data Sources =~

ldentlfy the source(s) of the col/ected /nformat/on
a) Select all applicable data source categorles prowded below
b) For each category selected:

i) Spec:f/cally identify the source(s) - ldentlfy each specific organ/zat/on agency or other entity
that is a source of personal information. ij) Provide a concise description of why information is
collected from that source(s). iij) Provide any required additional clarifying information.

Your responses should clearly identify each source of personal information, and explain why
information is obtained from each identified source. (Important Note: This section addresses
sources of personal information; Section 6.1, “User Access and Data Sharing” addresses sharing
of collected persona/ information. )

Note PI V pI‘OjeCtS should use the "Other Source(s) " data source.

Provide a concise description of why information is collected from Veterans. Provide any
greqwred addtt:onat ctar:fytng mtormatton o

Data used to ldentlfy the veteran determme ellg|blllty for care, schedule treatment and manage the prowded care

No ?ﬁblicSout‘oa(s) 2o

t) Specmcatty ;dentn‘y the Pubhc Source(s) - tdenttfy the specrﬂc organization(s) or other enttty(tes)
that supply personal information. ii) Provide a concise description of wh y information is collected
from each identified source. iii) Provide any required additional, clarifying information.

Yes | VA Files and Databases

Database used for clinical and admlnlstratlve reasons in support of researd1

i) Specifically identify each VA File and/or Database thar isa source of personal mfonnat:on ii) i
‘Provide a concise description of why information is collected from each identified source. m)
Provide any required additional, clarifying mformatton ot

For VistA, Patient Treatment File is used to store and make inquiries of personally identifiable mfonnatlon about the
veteran, previous clinical records, clinical information, drug information as needed to provide treatment and
reimbursement,

Yes OtherFederal Agencv Souroe(s):




i Specmcaﬂy identify each Federal Agency that is a source of personal information. if) F'rowde a
 concise description of why information is collected from each identified source. m) Prowde any
requ:red additional, clarifying mfonnaﬂon :

Other Federal sources inciude IRS, SSA DoD and CMS. Data is used for income venﬁcatlon to determlne If m|rd party
collection is possible. Also used in determining eligibility for care.

‘i) 'Spekc:;ﬁcaﬂy :dent:fy eachy State Agency that rks'a sourcé :of pérsona! mfo&ﬁaﬂon' if) F’rowde a
‘concise description of why information is collected from each identified source. iii) Provide any
required addmona! clarifying informarton e ,

No l.oal Mencv Sourﬂe(s)

”:)képeciﬁcaﬂy :o‘entlfy eéch Local Agency (Governmenr agency orher than a Fedéfal ormStar'e
-agency) that is a source of personal information. ii) Provide a concise description of why

information is collected from each rdenm‘ ed source. fii) Provide any required additional, clarifying
information. Koe

No |Other Soﬁich(s)

i) If the provided Data Source categories do not adequately describe a source of personal
information, specifically identify and describe each additional source of personal information. ij)
‘For each identified data source, provide a concise description of why information is collected from
that source. iii) Provide any required additional, clarifying information.

ADDITIONAL INFORMA TION: (Prowde any necessary c!anfymg mfomwanon or addiﬁonaf
expfana rfon for this section. )

SECTION INCOMPLETE

SECTION COMPLETED

I have completed and reviewed my responses in this section.




** | NOTE: | If you are resubmitting your updates, first select "NO Value" from the dropdown and submit and
then select "Yes" and submit again.

Section Update Date

Section 5.2 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Privacy Service has reviewed this section. Please make the modifications described below.

The Privacy Service has reviewed and approved the responses in this section.

** | NOTE

L)

If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value" and
submit

and then select "Yes" and submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (Include reviewsrs Name and Contact)

5.3 Collection Methods

Identify and describe how personal information is collected:

a) Select all applicable collection methods below. If the provided collection methods do not
adequately describe a specific data collection, select the “Other Collection Method” field and
provide a description of the collection method. b) For each collection method selected, briefly
describe the collection method, and provide additional information as indicated.

Yes |Web Information collected on Web Forms and sent electronically over the Interet to project
Forms: svstems ‘ : ;

Identify the URL(s) of each Web site(s) from which information will be submitted, and the URL(s)
of the associated privacy statement. (Note: This question only applies to Web forms that are
submitted online. Forms that are accessed online, printed and then mailed or faxed are
considered “Paper Forms.”)

The web fonn is located at https: [zwww 1Q10_e_z med va. gg [ ThlS site from whlch thls fonn is accessed (
http://www.va.qov/ ) references the VA Privacy and Security site { http: //www va. qov/Dnvaw/ ), as well as the VA

Disclaimer S|te ( htip://www.va.gov/disclaim.htm } and the VA FOIA site ( h Vaww.va. default.as
)

Yes Papér 5 Infon‘natmn collected on Paper Forms and subrnitted personally, submitted via Postal Malf
;Foﬂryls: and!or subrmttecl vna Fax Machlne :




Identify. and/or descrtbe the paper forms by which dara is coHecfed .'f app!:cab!e identify
standard VA forms by form number. -~

VA Form 1010EZ

Yes |Electronic File o | Information’ stored on one computer;‘system (not entered vta a Web Forrn) and
Transfer:: s ,transferred electromcally to project IT systems ;
There are Data Transfer Agreements (DTA) in place between the VA, the IRS, SSA and DoD mat govern the exchange
of information. System to system transfers requires encryption from all modalities. .
Describe the Electronic File Transfers used to collect information into project sysrems (Nore :
 This section addresses only data collection — how information stored in project systems is
acquired. Sharing of mforrnanon stored in pro;ect s ysrems and dara backups are addressed in
subsequenr secnons PR

Yes Compulnr Information that is entered and/or stored on one computer/ system and then

Transferbwiee- transferred to project IT systems via anobjectordevioematasusedtostoredata
'such as a CD-ROM, ﬂoppydlskortape e

System to system transfers reqmres enc:yptxon from all modalities. Transfer of data via VA National Gateways usmg

One VA VPN methodology

Describe the type of compmer fransfer device, :and the probess used to cbﬂectr inforrnarfon. |

Yes  |Telephone Contact: Infomatlon is collected vla telephone.

| Describe the process through which ;qmaﬁon is collected via telephone contacts.

Veterans answer questions posed over phone to collect Form 1010EZ data.

No | Other Collection Method: | Information is collected through a method other that those listed above. -

If the provlded collection method cafegones do not adequate!y describe a specrﬂc data co!!ecﬂon,
select the “Other Collection Method” field and specifically :dentxﬁ/ and describe the process used
to coﬂecr in formarron

ADDITIONAL INFORMATION: (Provide any necessary cfanfymg information or addmona:‘
expfanaﬂon for this secnon ) ‘




SECTION INCOMPLETE

SECTION COMPLETED

1 have completed and reviewed my responses in this section.

** | NOTE: | If you are resubmitting your updates, first select "NO Value” from the dropdown and submit and
then select "Yes" and submit again.

Section Update Date

Section 5.3 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Privacy Service has reviewed this section. Please make the modifications described below.

The Privacy Service has reviewed and approved the responses in this section.

*=x | NOTE: | If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value" and
submit

and then select "Yes" and submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (Include reviewers Name and Contact)

5.4 Notice

The Privacy Act of 1974 and VA policy requires that certain dlsclosures be made to daz‘a sub/ects
when information in identifiable form is collected from them. The following questions are directed
at notice to the individual of the scope of information collected, the right to consent to uses of said
lnformat/on and the r/ght to decline to prowde information.

54, a) Is personaﬂy identifiable information coﬂecred d:recﬂy from individual membars of the P
public and maintained in the pro;ects IT systems? B ety i

Yes

Nom If you have selected NO above, then SKIP l‘oSectlon 5.5, '‘Consent’.
5.4, b) Is the data coﬂecrton mandatory or vofunra:y?

Mandatory

54. c) How are rhe mdmduals mvo!ved in the mfonnat:on coliecnon nonf:ed of rhs Prwacy Pohcy




and Whérhef prows:an of fhe'fnfonnaribh, is méndaro;y or vo!unrary? ;
VA Form 1010EZ VA NOtICE of anac_y Pohc;es
5 4 d) Is the dara coﬂecr!on new or ongomg"

Ongo:ng

54.e.1 ) ff personaf{y :denr:f;abfe mfonnaﬂon is coﬂected onhne :s a pnvacy noﬂca pro wded rhat
mcludes rhe foﬂomng efemenrs ? (Sefecr all apphcab.'e boxes } : ;

NO | Not applicable

Yes Privacy notice is provided on each page of the application.

Yes | A link to the VA Website Privacy Policy is provided.

Yes mmmmm:mmhmamamawwmme.
Yes | Purpose: notice describes the principal purpose(s) for which the information will be used.
Yes | Authority: notice specifies the legal authority that allows the information to be collected.

Yes cﬂndlﬂonﬁ.mﬁmspodﬂulfprwulwmmaum is voluntary, and effects, if any, of not
providing

Yes thoummﬂoaspedﬂumuﬁmme(s)matmwbemmofmwomaﬁon.

5.4, e.2) If necessary prbvidé an eipiéhédon on prfv;gcy nonces for your project:

5.4.1) For each type of collection method used (identified in Section 5.3, “Collection Method”),
explain:

a) What the sub;ecrs will be told about the information collection. b) How this message will be
conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.). c) How a
privacy notice is prowded

Note: f"‘f;j,ﬁm

Yes WabFutms:

Explain:

a) What the subjects will be told about the information collection. b) How this message will be
conveyed to them (e.g., written notice, electronic notice if a web-based collection, etc.). c) How a
pnvacy nor:ce is prowded

Patients are allowed to download Form 1010 Wthh contams pnvacy mformatlon concemlng each of the data ﬁelds they
are required to enter.




a) What the sub;ecrs will be told about the mfonnatron collecﬁon b) How this message wrll be
conveyed to them (e.g., written norrce elactromc norlce :f a web based collecr;on erc) c) How a
privacy notice is provided. SRR ot ¢ At

Patients fill out requnred f‘ elds of mformatlon on Form 1010 and an explanation of pnvacy policy is provnded

Yes Eledronlc Flle Transfer

There are Data Transfer Agreements (DTA) in place between the VA, the IRS, SSA and DoD that govern the exchange

of information. System to system transfers requires encryptlon from all modalrtles ) B

For electronic transfers of information, where this system is receiving the m!ormaﬂon from o
another system and is not collected from the primary information source, please explain what
agreements are in place that govern the responsibilities of the system collecrlng lnfonnarron from
the primary information source to notify subjecrs regard:n g: :

a) What they w;ll be told about the information coflecﬂon? b) How the message will be conveyed
(e.g. written notice, elecrronlc notice if web-based oollecrran efc.)? c)How a pnvacy norrce is o
provided? ‘ g0 ! ,

Yes Computer 'I'ransfer Devioe

System to system transfers requwes encryptlon from all modalities. Transfer of data via VA Natlonal Gateways using
One VA VPN methodology o

For e!ectromc transfers of in fonnaﬂon where !hls system l'S reoefwng the mformanon from
another system and is not collected from the primary information source, please explain what
agreements are in place that govern the responsibilities of the system collecting information from
the primary information source to notify subjects regarding:

a) What they will be told about the information collection? b) How the message will be conveyed
(e.g. written nor:ce, e!ecrmnlc notice if web-based collection, efc.)? c}How a pnvacy notice is :
prowded‘? :

Yes Teleﬁhone: A

Explaln

a) What the subjects wrll be told about the mforma f!Oﬂ collecrron b) How rhls message wn'i be
conveyed to them (e.g., written notice, electromc notrce ifa web based collection, erc )} c) How a
privacy no!rce is prowded : : ; ]

Information is obtained over telephone interview and patlents are prowded with a consent form to sign and return.

No |Other Method: TN oo A B e e e ‘

Explam

a) What the sub;ecrs w:ﬂ be ro!d about the :nformanon co!lecrron b) How tms message wm' be
conveyed to them (e.g., written notice, e!ectromc notice if a web- based collection, etc.). ¢)How a
privacy notrce is prov:ded R : !



ADDITIONAL INFORMA TION: (Prowde any necessary clanfymg mfonnarron or addmona!
exp!anar:on for rh:s sect;on )

SECTION INCOMPLETE

SECTION COMPLETED

I have completed and reviewed my responses in this section.

** | NOTE: | If you are resubmitting your updates, first select "NO Value" from the dropdown and submit and
then select "Yes" and submit again.

Section Update Date

Section 5.4 Review: e et e

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Privacy Service has reviewed this section. Please make the modifications described below.

The Privacy Service has reviewed and approved the responses in this section.

** | NOTE

If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value" and
submit

and then select "Yes" and submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (Include reviewers Name and Contact)

‘5.5 Consent For Seoondary Use of PII:

The Privacy Act and VA policy require that personally identifiable information only be used for the
purpose(s) for which it was collected, unless consent (opt-in) is granted. Individuals must be
provided an opportunity to provide consent for any secondary use of information, such as use of
collected /nformat/on for market/ng

5.5. a) Wfﬂ personaﬂy Jdenrrﬂabfe mfonnar.ron be used for any seconda;y purpose7
Note: If you have selected No above, then SKIP to question 5.6, “Data Quality.”
- : et W : ,
5.5.b) Describe and justify any secondary uses of pers‘ona!k infonnaﬁbn.'




5.5 c) For each coﬂect:on merhod ldenrmed in question 5 3 “Collecr:on Method descnbe

1) The oppodunrﬂes individuals have to declme to provide :nformat:on, for instances where ' ,
pro viding information is voluntary. 2) The opportunities individuals have to grant consent for
particular uses of the information. 3) How individuals may grant consent. ,

 Some examples of consent methods are: (1) Approved OMB consent forms and (2) VA Cansenr 2]
Form (VA Form 1010EZ). Prowde Justification if no method of consenr is prowded ]

Yes |Web Forms.

| Descrfbe

1 ) The opportunmes mdlwduals have to decline to prowde .rnformar:on, for instances where i
providing information is voluntary. 2) The opportunities individuals have to grant consent for
particular uses of the information. 3) How individuals may grant consent. s

Pat]ent completes downloaded Form 1010EZ and consents to allow VA to use mformatlon as deﬁned on the fonn

Yes PaperForms. :

DGSCHDG

1 ) The opportunities individuals have to decline to provide :nfonnatlon for instances where
providing information is voluntary. 2) The opportunities individuals have to grant consent for
pamcular uses. of the information. 3) How individuals may grant oonsent

Patient completes Form 1010EZ and consents to allow VA to use information as deﬁned on the form Research and
Admin forms include consent provisions.

Yes |Electronic File Tm‘nsfer:

For electronic transfers of information, where this system is receiving the information from
another system and is not collected from the primary information source, please explain what
‘agreements are in place that govern the responsibilities of the system collecting information from
the primary information source to provide the following:

a) The opportunities individuals have to decline to provide information, for instances where
providing information is voluntary. b) The opportunities individuals have to granr consent for
particular uses of the information. c) How mdrwduals may grant consent. .

There are Data Transfer Agreements (DTA) in place between the VA, the IRS, SSA and DoD that govern the exchange of
information. System to system transfers requires encryption from all modalities.

Yes Cm'nputer Transl'er Devioe

System to system trcmsfers requnres encryption from all modalmes Transfer of data via VA Natlonal Gateways using
One VA VPN methodology B -
‘For electronic transfers of mfonnaffon where rhrs system is recelvmg lhe mformarfon !rom
another system and is not collected from the primary information source, please explain what
agreements are in place that govern the responsibilities of the S ysfem collecting mforma tion from
the primary information source to provide the following: ; :




a) The opportunities individuals have to decline to provide information, for instances where
providing information is voluntary. b) The opportunities individuals have to grant consent for
particular uses of the information. c) How mdmduafs may grant consent..

Yes | Telephone Contact Media:

Descnbe

1) The opportunities mdfwduafs have to dec!me to prowde mformatfon, for instances where

providing information is voluntary. 2) The opportunities individuals have to grant consent for -

pamcufar uses of the mformarfon 3) How mdrwduafs may granr consent.

A follow up Form 1010EZ is mailed to the patient contammg explanation of use and request]ng patlent prowde srgnature

for consent.

N/A | Other Media

Describe:

1) The opportunities individuals have to decline to provide information, for instances where
providing information is voluntary. 2) The opportunities individuals have to granr consenf for .
particular uses of the mfarmar:on 3) How mdiwdua!s may grant consent. .

ADDITIONAL !NFORMA T.'ON (Prowde any necessary cIaﬂMng infonnanon or addrﬂonaf 2t
explanation for this section.) et

SECTION INCOMPLETE

SECTION COMPLETED

I have completed and reviewed my responses in this section.

** | NOTE: | If you are resubmitting your updates, first select "NO Value" from the dropdown and submit and
then select "Yes" and submit again.

Section Update Date

Section 5.5 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Privacy Service has reviewed this section. Please make the modifications described below.




e SR ——

memvawSawcehasrewewedandapprwedmemlnﬂussecﬁm

** | NOTE: | If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value" and
submit

and then select "Yes" and submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (Include reviewers Name and Contact)

5 6 Data Quality Reh
56. a) Expfam how coﬂected data are ﬂmrted to requ:red e!emenfs
Data is collected electronically based on the automation of VA forms and dmlcal procedures

5.6.b) How is data checked for compieraness?

Data is reviewed by staff and compared to paper forms.

5.6.c) What steps or procedures are taken to ensure the data are currenr and not out of date"
Clinical data is not removed. Administrative data is updated with each application for care.

5.6.) How s new data verified for relevance, authenticity and accuracy?

New data is compared with printed form or vua pat:ent verification.

;ADD!T:‘ONAL INFORMATION: (Prowde any necessary cfanﬂ/mg information or addmonal
explanation for this section.)

SECTION INCOMPLETE

SECTION COMPLETED

1 have completed and reviewed my responses in this section.

** [ NOTE: | If you are resubmitting your updates, first select "NO Value” from the dropdown and submit and
then select "Yes" and submit again.

Section Update Date

Section 5.6 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Privacy Service has reviewed this section. Please make the modifications described below.

The Privacy Service has reviewed and approved the responses in this section.




** | NOTE:

If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value and
submit

and then select "Yes" and submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (Include reviewers Name and Contact)

| 6. Use and Disclosure

6.1 User Access and Data Sharing

ldentlfy the individuals and organlzatlons that have access to system data.

-—> lndlwduals Access granted to md/wduals should be limited to the data needed to perform
their assigned duties. Individuals with access to personal information stored in project system
must be identified, and documented assurance must be provided that appropriate policies and
procedures are in place to prevent as well as detect unauthorized access and browsing.

--> Other Agencies — Any Federal, State or local agencies that have authorized access to
collected personal information must be identified, and documented assurance must be provided
that appropriate policies and procedures are in place to protect personal information.

--> Other Systems — Information systems of other programs or projects that interface with the
information system(s) of this project must be identified and the transferred data must be defined.

Also, the controls that are in place to ensure that only the defined data are transmitted must be
deflned

[6 1.a) tdennfy all mdmduats and orgamzatfons that wm' have access to collected information.
SEIGCf aﬂ applicable :rems betow ,

Yes s;rstemUsers : ; ; ' R, ey

Yes |System Owner, Project Manager

Yes System Administrator e

Yes | Contractor

l If contractors to VA have access to the sysrem describe their role and the extent of access mar is
| granted to them. Atso :dentrfy the contract(s) that they operate under.

All VA contractors are required to take the privacy and security training and have varied degrees of access based on thear
background check and level of security, as is applicable to the VA employees.




Yes IutemalShanng. Veteran Organization

A mtemally shares dlnlcal and admlmstratlve data Wlth the VBA for the purpose of ensunng beneﬁts are recelved

:‘f information is shared rntemaﬂy w:th oﬂrer VA orgamzar:ons :denr:fy the orgamzatron(s) For U
each organization, identify the information that is shared and for whar purpose. 25

Yes Other Ve!:eran Omanlzaﬁon

VSO (PVA, WWII Vets VFW DVA) are aIIowed access to assst veterans with thelr beneﬁts only after proper
authorization is granted by the veteran.

i mformar:on is shared with a Veteran orgamzatfon other than VA Mennfy rhe orgamzatfon(s)
For each orgamzal:on rdenrdy the mfonnanon that is shared and for whaf purpose..

VA lntemally shares dmlcal and admlmstrahve data W|th the CDC in an effort to protect me pubhc communltles

If information is shared w:th ano!her Federa! government agency(ies), fdenhfy fhe agency(tes) ’ |
For each orgamzarton fdenr:fy rhe mformatton that i: is shared and for whar purpose. 4

State soldiers homes to prowde care

‘h‘ mformaﬂon is shared with a State government agency(res) :denrffy the agency(;es) For each
’orgamzar:on :denmy zhe m!ormaﬂon mar :s shared and for whar purpose.

— m|Gw ent R ’ , ,‘ e ,:,1 | e {

If mformatfon is shared w:!h a Foca! govemmenr agency{:es) :dennfy the agency(;es) For each l
organization, :dentrfy the information that is shared and for what purpose. e ‘

g r‘mje&]s . o o g , l

If information is shared with other projects or systéms Bleer g

1) Identify the other projects and/or systems, and briefly descnbe the data sharing. 2) Foreach
project and/or system with which information will be shared, identify the information that will be
shared with that project or system. 3) For each project and/or system with which information will
be shared, describe why information is shared. 4) For each project and/or system with which



information will be shared, describe who will be respons:bfe for prorectmg the | pnvacy rights of the '
individuais whose data will be shared across this interface. S ‘

— m:uise,r(s) . o e’ |

6.1. a 1) Descnbe here who has access to personal fnformaﬂon maintained in project’s IT
systems:

Clinical and admlnlstratlve staff lnvolved in the busmess operatlons of the faullties
"6 1.b) How is aocess to the data detenmned?

On a need to know basis.

6.1.c) Are criteria, procedurss conrrofs. and respons:bmr;es regardmg aocess documented" .'f |
so, identify zhe documents ] : i

Yes — VA 6500 HANDBOOK

6.1. d) Wﬂ! users have access to aff data on the pro;ect systems or wm user access be resrncred’)
Explain. : AR ol e ; &7 : -

User access will be restncted to a need to know baSIS

6.1. a) What oonrrofs are in pface ro prevent rhe misuse (a g unauthonzed browsmg) of data by
those having access? (Please list processes and trammg materials that spec;ffcaﬂy relateto
unauthonzed browsing) ‘

Processes and training materials spedifically related to preventmg mlsuse, mcludlng vnolatlon of unauthonzed browsmg are
currently used. Sanctions are taken for non compliance. Security controls include: access control, filtering, monitoring,
anti-virus protection, authentication, vulnerability scanning & penetration testing, & intrusion detection systems, incident
response, and tramlng

6.1.f) Is personal mfomvar:on shared (rs access provrded to anyone other than the s ysrem users, :
system owner, Project Manager, System Administrator)? (Yes/No)

No

Note: If you havo aelocrodﬂo abovo, m SKlPtoquesﬂonﬁ.a "Aoooss wﬂooordsand
Requests for Corrections”. ;

6.1.g) Identify the measures raken to prorecf rhe pnvacy rights of the mdrwduar‘s whose data will
be shared. RS PR A iR ; ¢ ~ ~

6.1. h) ldenhfy who is respons:b!e once persanaf mformarron feaves your prcyecr 's :‘T sysrem(s)
for ensuring that the mformar:on is prorecred S e ; :

6.1.1) Describe how personal information that is shared is transmitted or disclosed.




6.1.J) Is a Memorandum of Understanding (MOU), contract, or any other agreement in place with
all external organizations with whom information is shared, and does the agreement reflect the

scope of the information currently shared? If an MOU is not in place, is the sharing covered by a
routine use in the System of Records Notice? If not, explain the steps being taken to address this
omission. 3 4 iy R

6.1.k) How is the shared information secured by the recipient?

6.1.]) What type of training is required for users from agencies outside VA prior to receiving

ADDITIONAL INFORMATION: (Provide any necessary clarifying information or additional
explanation for this section.) ; j i

SECTION INCOMPLETE

SECTION COMPLETED

1 have completed and reviewed my responses in this section.

** | NOTE: | If you are resubmitting your updates, first select "NO Value" from the dropdown and submit and
then select "Yes" and submit again.

Section Update Date

Section 6.1 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Privacy Service has reviewed this section. Please make the modifications described below.

The Privacy Service has reviewed and approved the responses in this section.

*x | NOTE: | If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value® and
submit

and then select "Yes" and submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (Include reviewers Name and Contact)

I 6.2 Access to Records and Requests for Corrections



The Privacy Act and VA policy provide certain rights and mechanisms by which individuals may

request access to and amendment of information relating to them that is retained in a System of
Records

6 2 a) Haw can md.rwduafs view mstrucﬂons for aocessmg or amendmg data refared fo rhem thar :
'IS mamtamed by VA9 (Sefect aﬂ appf:cab!e optfons be!ow)

Yes | The application will provide a link that leads to their information.

No | The application will provide, via link or where data is collected, written instructions on how to
access/amend their information.

Yes | The application will provide a phone number of a VA representative who will provide
instructions.

Yes | The application will use other method (explain below).

No | The application is exempt from needing to provide access.

'6.2 b) What are the procedures that aﬂow :nd:wduats to gam access to thefr own mfonnat:on?

Indwtduals may either visit the VAMC where they receive thEII' care and begin the process or may vns:t the Freedom of
Information Act (FOIA) Website for VA at http://www.va.gov/oit/cio/foia/guide.asp. Or they may go through VA Forms at
http://www.va.qov/vaforms/medncal/Ddf/vha 10-5345-fill.pdf. Further information regarding the VA SOR is available at

h WWW.va.qov, riv stemsOfR rds 2001 an Act GPO SOR com llatlon f

6.2. c) What are rhe procedures for correctmg erroneous mformanon ? :
Same as above

6.2.d) If no redress is provided, are alternatives available?

6 2. e) Prowde here any addmonaf expianaﬂon, :f exempr exp!am why rhe appncarfon is exempr 3
from prowd:ng access and amendment. ;

The patient is maﬂed a notlce describing the process.

ADDITIONAL INFORMATION: (Provide any necessary cfanfymg information or additional
expfanarfon for this secrfon )

SECTION INCOMPLETE

SECTION COMPLETED

I have completed and reviewed my responses in this section.

** | NOTE: | If you are resubmitting your updates, first select "NO Value" from the dropdown and submit and
then select "Yes" and submit again.

Section Update Date

| Section 6.2 Review:




PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Privacy Service has reviewed this section. Please make the modifications described below.

The Privacy Service has reviewed and approved the responses in this section.

** | NOTE: | If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value" and
submit

and then select "Yes" and submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (include reviewers Name and Contact)

7 Retention and Disposal

By completing this section, you provide documented assurance that proper data retentlon and
disposal practices are in place.

The “Retention and disposal” secttbh of the applicéb/é System of Records Notice(s) often
provides appropriate and sufficiently detailed documented data retention and disposal practices
specific to your project.

VA HBK 6300.1 Records Management Procedures explains the Records Control Schedule procedures,

System of Records Notices may be accessed via:
hﬂp#mw.ﬂmvawftpﬂvawiwm -

or

http://vaww.va.gov/fola/err/enhanced/privacy_act/privacy_act.html

For VHA projects, VHA Handbook 1907.1 (Section 6f) and VHA Records Control Schedule 10-1 provide more
general guidance,

VHA Handbook 1907.1 may be accessed at:

http://www1.va.gov/vhapublications/ViewPublication.asp?pub_ID=434

For VBA projects, Records Control Schedule (RCS) VB-1 provides more general guidance. VBA Records Control
Schedule (RCS) VB-1 may be accessed via the URL listed below.

Start by looking at the http://www.warms.vba.va.gov/20rcs.html

7 a) Whar is the dara rerent;on penod? G:ven the purpose of retammg the :nformat:on. exp!am f :
why | the mformanon is needed for the md:cated penod ”

Clinical |nformat|on is retalned in accordance with VA Records Control Schedule 10 1. Demographlc mformatlon is updated
as apphcatlons for care are submitted and retained in accordance with VA Records Control Schedule 10-1.

7 b) What are the procedures for eﬂmtnatmg data at the end of the retent:on penao‘?

Electronic Final Version of Patient Medical Record is destroyed/deleted 75 years after the Iast episode of patient care as
instructed in VA Records Control Schedule 10-1, Item XLIII, 2.b. (Page 190). At the present time, VistA Imaging retains




all lmages We are performing a study to explore whether some |mages can be elrmlnated on an eamer schedule
7.¢) Where are procedures documented e

VA Handbook 6300 Record Control Schedule 10-1

| 7 d) How are data retenrron procedures enforced'?

VA Records Control Schedule 10 1 (page 8): Records Management ReSponsrmees The Health Informatton Resources
Service (HIRS) is responsible for developing policies and procedures for effective and efficient records management
throughout VHA. In addition, HIRS acts as the liaison between VHA and National Archives and Records Administration
(NARA) on issues pertaining to records management practices and procedures. Field records officers are responsible for
records management activities at their facilities.

Program officials are responsible for creating, maintaining, protecting, and disposing of records in their program area in

accordance with NARA regulations and VA policy. All VHA employees are responsible to ensure that records are created,
maintained, protected, and disposed of in accordance with NARA regulations and VA policies and procedures. Disposition
of Records.

7. e) If applicable, has the retention schedule been approved by the Natfonaf Archives and
: Reoords Adr‘n‘mrstrarron (NARA)?

ADDITIONAL INFORMATION: (Provide any necessary clarifying information or additional
explanation for this section.)

SECTION INCOMPLETE

SECTION COMPLETED

I have completed and reviewed my responses in this section,

*% | NOTE: | If you are resubmitting your updates, first select "NO Value” from the dropdown and submit and
then select "Yes" and submit again.

Section Update Date

Section 7 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Privacy Service has reviewed this section. Please make the modifications described below.
The Privacy Service has reviewed and approved the responses in this section.

** | NOTE: | If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value" and
submit

and then select "Yes" and submit again.

Section Review Date




PRIVACY SERVICE COMMENTS: (Include reviewers Name and Conlact)

8 SECURITY

OMB Guidance for Imp/ement/ng the Prlvacy Prowsrons of the E—GovernmentAct of 2002, (OMB

M-03-22) specifies that privacy impact assessments must address how collected information will
be secured.

8.1 General Security Measures

' 8.1.a) Per OMB guidance, citing requfrements of the Federa! Infonnanon Secunry Management
Acr address the following items (sefecr all apphcabfe boxes ):

Yes | The project is following IT security requirements and procedures required by federal law and policy to
ensure that information is appropriately secured.

Yes mmmmmawmnmmwmmmmmmmmm
risk, and implemented those controls.

Yes | Security monitoring, testing, and evaluating are conducted on a regular basis to ensure that controls
continue to work properly, safeguarding the information.

8.1.b) Describe the security monitoring, testing, and evaluating that is conducted on a regular
basis: o |

Certification and Accreditation is ongoing in conjunction with local security staff.

8.1.c) Is adequate physical security in place to protect against unauthorized aogéss?
Yes

8.2 Project-Specific Security Measures
8.2.a) Provide a specific description of how ooﬂecred mfonnarton will be secured

» A concise description of how data will be protected against unauthorized access, unaufhonzed '
modification, and how the availability of the system will be protected.

« A concise description of the administrative controls (Security Plans, Rules of Behavior,
Procedures for establishing user accounts, etc.).

f" A concise description of the technical controls (Access Controls, Intrusion Detection, etc.) that
 will be in place to safeguard the information.

- Describe any types of controls that may be in place to ensure that information is used in

accordance with the above described uses. For example, are audit logs regularly reviewed to ;
ensure appropriate use of information? Are strict disciplinary programs in place if an individual is ,;,
kfound fo be inappropriately using the information? i

Note: Administrative and technical wfagmrds must be specific to the syatcm covemdby
the PIA, rather than an overall description of how the VA's network Is secured. Does the
pro}act/sysm havamwwnsecumycomu, Indepmdantoﬂhe VA network? #so,




descdbe these controls.

The VistA system is currently undergoing C&A. The last C&A was in 2005 The VA Maryland Health Care system is
following IT security requirements as described in FISMA and completed a FISMA survey for 2007. IT security is provided
at the project and enterprise levels. IT security measures include the use of passwords, user authentication, physical
security controls and configuration management. Enterprise level IT security includes firewalls for intrusion protection,
virus protection software, and the implementation of authentication systems. Risk assessments were conducted in 2005.
The Office of Cyber and Information Security (OCIS) provides regular guidance on IT security issues and interpretation of
rules and regulations set by legislation, policy or NIST guidelines. OCIS will serve as a point of contact for additional
questlons or spec:ﬁcs on lmplementatlon of secunty measures.

<r

8.2 b) Exp!am how the pro;ect meets IT secunry reqwremenrs and procedures requ.rred by federal
law. B

At the Department level, the CIO's Office of Cyber & Information Security (OCIS) is responsible for me establishment of
directives, policies, & procedures which are consistent with the provisions of Federal Information Security Management
Act (FISMA) as well as guidance issued by the Office of Management & Budget (OMB), the National Institute of Standards
& Technology (NIST), & other requirements that VistA is and has been subject to. In addition, OCIS administers and
manages Department-wide security solutions, such as anti-virus protection, authentication, vulnerability scanning &
penetration testing, & intrusion detection systems, and incident response (800-61). At the VistA project level -The Project
Manager ensures that CIO-provided security directives are integrated into the project’s security plan & implemented by
VA & contractor staff throughout the project funding needs are dependent on IT security requirements identified in the
system development life cycle (800-64) (i.e. risk assessments (800-30), certification and accreditation (800-37 and 800-
53)), as well as identified secunty weaknesses that must be corrected.

8 2 c) Explam whar secunty nsks were :dent.rﬂed in the secunty nsk assessment.

8. 2; d) Explain ; %‘?‘: sec:ulrf& controls are being osqd to mmga te these risks. .

SECTION INCOMPLETE

SECTION COMPLETED

I have completed and reviewed my responses in this section.

** | NOTE: | If you are resubmitting your updates, first select "NQ Value" from the dropdown and submit and
then select "Yes" and submit again.

Section Update Date

‘Section 8 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Privacy Service has reviewed this section. Please make the modifications described below.

The Privacy Service has reviewed and approved the responses in this section.

** | NOTE

If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value" and
submit

and then select "Yes" and submit again.




Section Revi?w Date LT =

PRIVACY SERVICE COMMENTS: (Include reviewers Name and Confact)

9. CHANGE RECORD

OMB Memorandum M-03-22, OMB Gu:danoe for Imp/ementlng the Pr/vacy Prows/ons of the E-
Government Act of 2002, mandates that PIAs address any project/ system changes that
potentially create new privacy risks. By completing this section, you provide documented
assurance that significant project/ system modifications have been appropriately evaluated for
privacy-related lmpacts

9a Since the last PIA subm;tted have any s;gmfzcant changes been made to the system that

might impact the prtvacy of people whose information is retained on pro;ect systems? (Yes No,
n/a: frrst PtA ) R t : ;

NO

If no, then proceed to Section 10, “Children’s Online Privacy Protection Act. wi

If yes, then please complete the !nformatton in the table belo W. Ltst each stgntﬂeant
changeona aeparato row. ‘Significant changes’ may include: -

Conversions - when convertlng paper-based records to eleotronlc systems

Anonymous to Non-Anonymous when functions applled to an existing lnformat/on oollect/on
change anonymous information into information ln /dent/flable form;

Significant System Management Changes - when new uses of an existing IT system /ncludlng

application of new technologies, significantly change how information in identifiable form is
managed in the system:

* For example, when an agency employs new relational database technologies or web-based
processing to access multiple data stores; such additions could create a more open environment
and avenues for exposure of data that prewously did not exrst

Slgnlf/cant Mergmg when agenc:es adopt or a/ter bus:ness processes so that government
databases holding information in identifiable form are merged, centralized, matched with other
databases or otherW/se significantly manipulated:

* For example, when databases are merged to create one central source of /nformat/on such a
link may aggregate data in ways that create privacy concerns not previously at issue.

New Public Access - when user-authenticating technology (e.g., password, digital certificate,

biometric) is newly applied to an electronic information system accessed by members of the
public;

Commercial Sources - when agencies systematically incorporate into existing information
systems databases of information in identifiable form purchased or obtained from commercial or

public sources. (Merely querying such a source on an ad hoc basis using existing technology
does not trigger the PIA requirement);

New Interagency Uses - when agencies work together on shared functions involving significant
new uses or exchanges of information in identifiable form, such as the cross-cutting E-
Government initiatives; in such cases, the lead agency should prepare the PIA;

/nternal Flow or Collect/on when a/terat/on ofa busmess process results in s:gn/f/cant new uses
or disclosures of information or incorporation into the system of additional items of information in
identifiable form:




* For example, agencies that participate in E-Gov initiatives could see major changes in how they
conduct business internally or collect information, as a result of new business processes or E-
Gov requirements. In most cases the focus will be on integration of common processes and
supporting data. Any business change that results in substantial new requirements for information
in identifiable form could warrant exam/nat/on of privacy issues.

Alteratlon in Character of Data - when new /nformat/on in identifiable form added to a collectlon
raises the risks to personal privacy (for example, the addition of health or financial information);

List All Major Projecthysham State Justification for | *Concisely
Hodiﬂcatlnn(s) e l!gdiﬂmt!on(s)_ : d‘es‘crlbe:

Modification -
| Approver ‘

* The effect of the modification on the privacy of collected personal information
* How any adverse effects on the prlvacy of collected /nformat/on were mlt/gated

SECTION INCOMPLETE

SECTION COMPLETE

I have completed and reviewed my responses in this section.

*x

If you are resubmitting your updates, first select "NO Value" from the dropdown and submit and

then select "Yes" and submit again.

Section Update Date

Section 9 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Privacy Service has reviewed this section. Please make the modifications described below.

The Privacy Service has reviewed and approved the responses in this section.

%

NOTE:

If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value" and

submit

and then select "Yes" and submit again.

Section Review Date




PRIVACY SERVICE COMMENTS: (Inciude reviewers Name and Contact)

:10 CHILDREN'S ONLINE PRIVACY PROTECTION ACT e ! ,
10 a) Will information be collected fhrough the !ntemer from chﬂdren under age 1 3?
No

If “No” then SKIP to Section
10.b) How m.'! parentaf or guard:an appmv.éf be obtamed

ADDITIONAL .'NFORAM TION: (Provide any necessary clanfyfng information or additional
expfanaﬂon for this SBCUOH )

SECTION INCOMPLETE

SECTION COMPLETED

1 have completed and reviewed my responses in this section.

** | NOTE: | If you are resubmitting your updates, first select "NO Value" from the dropdown and submit and
then select "Yes" and submit again.

Section Update Date

Section 10 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has reviewed and approved the responses in this section.

** | NOTE: | If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value" and

submit
and then select "Yes" and submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (Include reviewers Name and Contact)

11. PIA Assessment




11a) Identify what choices were made regarding the project/system or collection of information as
a result of performing the PIA. Examples of choices made include reconsideration of: collection
source, collection methods, controls to mitigate m:suse of mfonnatfon, prowsion of consent and
privacy notice, and security controls.

VistA is an ongoing project and is governed by emst]ng policies and procedures

11b) What audmng measures and technical safeguards are in place to ip‘révent misuse of data?

11c) Avar!abmty assessment: If the data being collected is not available to process for any reason
what will the potential impact be upon the system or organization?

y/n?| The potential impact is high if the loss of availability could be expected to have
a severe or catastrophic adverse effect on operations, assets, or individuals.

y/n?| The potential impact is moderate if the loss of availability could be expected to
have a serious adverse effect on operations, assets, or individuals.

y/n?| The potential impact is low if the loss of availability could be expected to have

a limited adverse effect on organizational operations, organizational assets, or
individuals.

 11d) Integrity assessment: If the data being collected has been corrupted for any reason what will
the potential impact be upon the s ystem or organization?

y/n? The potential impact is high if the loss of integrity could be expected to have a
severe or catastrophic adverse effect on operations, assets, or individuals.

y/n?| The potential impact is moderate if the loss of integrity could be expected to
have a serious adverse effect on operations, assets, or individuals.

y/n?| The potential impact is low if the loss of integrity could be expected to have a
limited adverse effect on organizational operations, organizational assets, or
individuals.

11e) Confidentiality assessment: If the data being collected has been shared with unauthorized
individuals what will the potential impact be upon the system or organization?

y/n? | The potential impact is high if the loss of confidentiality could be expected to
have a severe or catastrophic adverse effect on operations, assets, or
individuals.

y/n? | The potential impact is moderate if the loss of confidentiality could be
expected to have a serious adverse effect on operations, assets, or
individuals.

y/n?| The potential impact is low if the loss of confidentiality could be expected to
have a limited adverse effect on organizational operations, organizational
assets, or individuals.

11f) What was the highest impact from questions 11c, 11d, and 11e?

11 g) What controls are being considered for this fmpacf level?

ADDITIONAL INFORMATION: (Provide any necessary clarifying information or additional
explanation for this section.)




SECTION INCOMPLETE

SECTION COMPLETED

I have completed and reviewed my responses in this section.

** | NOTE

If you are resubmitting your updates, first select "NO Value" from the dropdown and submit and
then select "Yes" and submit again.

Section Update Date

Section 11 Review:

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Privacy Service has reviewed this section. Please make the modifications described below.

The Privacy Service has reviewed and approved the responses in this section.

** | NOTE: | If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value" and
submit

and then select "Yes" and submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (Include reviewers Name and Contact)

12, PUBLICAVAILABILITY = . = oo o ,

The Electronic Government Act of 2002 requires that VA make this PIA available to the public.
This section is intended to provide documented assurance that the PIA is reviewed for any
potentially sensitive information that should be removed from the version of the PIA that is made
available to the public.

The following guidance is excerpted from M-03-22, “OMB Guidance for Implementing the Privacy
Provisions of the E-Government Act of 2002,” Section 11.C.3, “Review and Publication™: jii.
Agencies must ensure that the PIA document and, if prepared, summary, are made publicly

available (consistent with executive branch policy on the release of information about systems for
which funding is proposed).

1. Agencies may determine to not make the PIA document or summary publicly available to the
extent that publication would raise security concerns, reveal classified (i.e., national security)
information or sensitive information (e.g., potentially damaging to a national interest, law
enforcement effort or competitive business interest) contained in an assessment9. Such
information shall be protected and handied consistent with the Freedom of Information Act
(FOIA).

2. Agencies should not include information in identifiable form in their privacy impact




13

12, a) Does this PIA contain any sensmve information that coufd cause harm to the Depamnenr of

ADDITIONAL INFORMATION: ( Provide any necessary c!anfymg information or addmonal o

assessments, as there is no need for the PIA to include such information. Thus, agencies may
not seek to avo:d maklng the PIA publicly available on these grounds

Veterans Affa.rrs or any pany :r d:scfosed to the pubhc?

No
12.) If yes, specify:

exp!anaz:on for th!s sectfon )

SECTION INCOMPLETE

SECTION COMPLETED

1 have completed and reviewed my responses in this section.

** | NOTE: | If you are resubmitting your updates, first select "NO Value" from the dropdown and submit and
then select "Yes" and submit again.

Section Update Date

Section 12 Review: e ! : |

PRIVACY SERVICE SECTION REVIEW AND APPROVAL

The Privacy Service has not reviewed this section.

The Privacy Service has reviewed this section. Please make the modifications described below.

mmmmmmwummﬂism.

** | NOTE: | If you are resubmitting your REVIEW or if you already have an YES, then first select "NO Value" and
submit

and then select "Yes" and submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (include reviewers Name and Contact)

13. ACCEPTANCE OF RESPONSIBILITY AND ACKNOWLEDGEMENT OF ACCOUNTABILITY: |

13.1) I have carefully reviewed the responses to each of the questions in this PIA. | am responsible for funding
and procurfng, developing, and integrating privacy and security controls into the project. | understand that
integrating privacy and security considerations into the project may affect the development time and cost of this
project and must be planned for accordingly. 1 will ensure that VA privacy and mfonnatron secunty poﬂc:es, ;
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and then select "Yes" and submit again.

Section Review Date

PRIVACY SERVICE COMMENTS: (Include reviewers Name and Contact)

Privacy Impact Assessment: R4>VHA>V5>Baltimore>VistA



